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Abstract - In this paper we are introducing a high
Performance Symmetric Key Cryptography Schema used to
increase the performance of symmetric key encryption
algorithms like DES increasing their security by using
compression and splitting techniques and other enhancement
points. In this schema, the performance enchased by dividing
data of into smaller equal parts. Then each parts is subjected
to compressed & then using DES algorithm for encryption.
The enhancement points  in this paper is that we use the
CRC (cyclic redundancy checksum) for data transmission
The CRC method treats the message as a polynomial The
data transmitted (the code vector) is the original m-bit
message followed by the r bit checksum. If attacker or hacker
wants to change the data, Receiver computes the checksum
from the first m bits of the received data, and verifies that it
agrees with the last r received bits. An analysis and results of
this schema and comparison of this scheme performance with
another existing schema is presented in this paper.
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I. INTRODUCTION

Network security measures are needed to Protect data
during their transmission. A message is to be transferred
from one party to another across some sort of internet. The
two parties are in this transaction must cooperate for the
exchange to take place. Security aspect comes into play
when it is necessary or desirable to protect the information
transmission from an opponent they present a threat to
confidentiality, integrity, authenticity and reliability.
Today’s cryptanalysis on symmetric key cryptography [1]
is encouraging the use of larger key sizes and complex
algorithms to achieve an unbreakable state. However, this
leads to an increase in computational complexity. This has
promoted many researchers to develop high performance
Symmetric key cryptography schemes using approaches
such as the use of   high-end computing hardware. By
utilizing the compression techniques one can improve the
performance of symmetric key cryptography and enhance
its security. Symmetric key cryptography, also called
private key or secret key cryptography, is a method that
uses the same key for encryption of plain text to generate
the cipher text and decryption of the cipher text to get the
original plain text. This method is used to secure data for
transmission over open networks such as the Grid Systems.
There are two methods that are used in symmetric key
cryptography block and stream. The block method divides
a large data set into blocks (based on predefined size or the
key size), encrypts each block separately and finally
combines blocks to produce encrypted data. The stream

method encrypts the data as a stream of bits without
separating the data into blocks. The stream of bits from the
data is encrypted sequentially using some of the results
from the previous bit until all the bits in the data are
encrypted as a whole. Although stream ciphers are
designed to encrypt data as a whole, we introduce a new
modified scheme that use the stream ciphers method but it
divides the data into several blocks then divide each block
into a separated sub blocks and encrypt each sub block in a
separated thread. This allows us to divide the stream cipher
process into several processes so that we can apply
multiprocessing principles to speed up the DES Digital
Encryption Standard Algorithm   In this paper, we consider
the enhancement of the DES algorithm and produce a new
schema to utilize the process communication bandwidth
resources required for the transmission of data inside the
system. We work in developing it now and we will use new
schema as an application for this middleware.

II. PROPOSED WORK

In this proposed work the performance of symmetric key
cryptography enhanced by splitting. The File Splitter is a
free Windows program that will split any file into    pieces
of any size and later combine the pieces to form the
original file. Then each part is subjected to compressed
using Huffman compression algorithm. Compression is
useful because it helps reduce the consumption of
expensive resources, such as hard disk space or
transmission bandwidth. On the downside, compressed
data must be decompressed to be used, and this extra
processing may be detrimental to some applications. Then
compressed data is encrypted using DES algorithm after
that the enhancement point in this schema is CRC (Cyclic
Redundancy Checksum). CRCs are based on the theory of
cyclic error-correcting codes. The uses of systematic cyclic
codes, which encode messages by adding a fixed-length,
check value, for the purpose of error detection in
communication networks. Cyclic codes are not only simple
to implement but have the benefit of being particularly well
suited for the detection of burst errors, contiguous
sequences of erroneous data symbols in messages.
2.1 DES/TDES Encryption

DES was developed at IBM in 1977 and forms the basis
not only for the [2] Automatic Teller Machines (ATM) PIN
authentication but a variant is also utilized in UNIX
password encryption.DES applies a symmetric 56-bit key
to each 64- bit block of data. The process can run in several
modes and involves 16 rounds operations. Due to recent
advances in computer technology, some experts no longer
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consider DES secure against all attacks; since then TDES
has emerged as a stronger method. Using standard DES
encryption, TDES encrypts data three times and uses a
different key for at least one of the three passes giving it a
cumulative key Size of 112-168 bits.
2.2. Design and Architecture

It is evident that TDES Algorithm has many
Disadvantages like weak keys and the overload [2] done in
the processing speed and memory storage. When applying
the algorithm in the grid system we have many Concerns
like communication bandwidth and processing power, etc.
In this paper we tried to solve these problems by the
following enhancements:
1. Splitting methodology by using

a. File Splitter.
b. Divide the File into equal parts

2. Compression and Decompression by using Huffman
Algorithms.

3. Encryption by using DES algorithm
4. Merge the splitter file (merge Resulted data)
5. Prevent the weak keys problems in TDES

When keys are small or are equal.
These proposed enhancement points handle the

performance from several points of view
1. Utilizing the disk storage capabilities, communication

bandwidth, memory usage, and increasing the DES
security by compressing the data before making the
required encryption or decryption Operations this
compression change the file contents as a type of
encryption so the encrypted file will be different in its
contents from the regular DES encrypted file, so
successful attacks that affect DES files can't attack it,
also Compression techniques enhance the Schema
performance by 35-70% according to input file
characteristics.

2. Block Division is continuously loading input data for
encryption or decryption block by block instead of
loading the complete data into memory and this
enhance the usage of memory also this enhances the
Schema performance by 8-10% according to Machine
capabilities.

3. Enhancing the processing speed that can   be noticed
through multithreading methodology which can be
applied using one or more of the previous mentioned
points and this enhances the Schema performance by
about 20-30% according to machine capabilities and
about 8% for separating key generation in single
thread.

4. Using the Huffman algorithm for    compression.
Compression of data has always been a critical issue in
areas such as database storage and communications.
Huffman presented a coding technique to compress
data into a smaller form based on the fact that some
characters are used more frequently than the others.
Implemented this algorithm statically by preparing a
standard frequency table of the English alphabet.

5. Using the DES algorithm which is highly secure
Algorithm Prevent the weak keys problems in Triple
DES when keys are small or are Equal. in my paper i

am using the file splitter which is the split the file into
parts . we compare the input key for our "NEW"
scheme with known weak keys and prevent using one
of them, also it applies compression algorithms to the
weak keys to prevent the repetitions in this weak keys
also the resulted file is compressed and encrypted
using keys to prevent anyone from decompress or
decrypt the file except the one who have the
compression and encryption keys and this increases
the security of "NEW" scheme.

III. ENCRYPTION AND DECRYPTION

SCENARIO

In Encryption and decryption Scenario represents the
whole process of this paper. Encryption scenario performs
the encryption using the DES algorithm. This scenario
represents the splitting, compression, encryption, merging
and checksum on file step by step. The below mentioned
figure represent the whole process of this schema and get
the final encrypted file.

The decryption Scenario is the same for the Encryption
Scenario but the input file is compressed and encrypted so
after decrypting and decompressing each part at the client
the resulted parts of the file will be merged again to output
the final decrypted file. This is shown into the figure.

Fig.3.1. Encryption Scenario in "NEW" Schema
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Fig.3.2. Decryption Scenario in "NEW” Schema

IV. IMPLEMENTATION AND RESULT

In this all the work experiments are done in JAVA. The
proposed work of symmetric key cryptography consist of
two end’s -

Encryption (sender’s end) and Decryption (receiver’s
end)

The Classes of” New Schema” are shown below:
• File Split Class:

Split the input file into number of files each one of
them has a set of block of data with specified size.

• Huffman Algorithm:
Compress/Decompress the input data with a powerful
ratio of compression using the algorithms Huffman
Code according to the type of the data.

• Enc_Dec_Files Class:
Perform the encryption/decryption using DES
Algorithm.

• File Merge Class:
In this at the client the resulted parts of the file will be
merged again with checking error using CRC to output
the final decrypted file.

Fig.5.1. System Scenario

Sender’s end

Receiver’s end
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V. CONCLUSION

The performance of existing system (Ultra Gridsec and
Grid crypt) schema that was implemented for securing the
proposed computational grid middleware shows an
increase in   performance.    The old symmetric key
cryptography TDES, give a very high security for the data
passes through the middleware, but the performance
improvement is limited by capabilities of the running
machine, when applying "NEW SCHEMA" in the
middleware the security is increased   and performance is
improved .The use of File Splitting/merging,
compression/decompression, encryption/decryption DES
and Checksum also increased the security in the system.
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